
PRINCIPLES OF PERSONAL DATA 
PROCESSING AND PROTECTION 
We would like to familiarize you with the principles of personal data processing within the 
mentoring platform DoToho! implemented by the company Opero s.r.o., ID No.: 05103991, with 
its registered office at Salvátorská 931/8, Staré Město, 110 00 Prague 1, registered in the 
Commercial Register maintained by the Municipal Court in Prague, Section C, Insert 258172 
(“Opero”). 
In connection with the operation of the DoToho! platform, Opero processes personal data within 
the meaning of Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 
April 2016 on the protection of natural persons with regard to the processing of personal data 
and on the free movement of such data, and repealing Directive 95/46/EC (General Data 
Protection Regulation) (“GDPR”). 
We do everything we can to ensure we do not let your trust down. Since we require certain 
personal data as part of your participation in the DoToho! platform and during your visits to our 
website at https://dotoho.pro, we have prepared these privacy policy principles for you, 
explaining how we handle personal data. 
These principles apply to all users of our website, applicants for inclusion in the DoToho! 
platform, as well as selected participants, mentors, and experts (“participants”). 

1. Data Controller 

The data controller is the company Opero. If you wish to contact us and ask anything regarding 
the processing of personal data, you can use the following contact details: 

●​ E-mail: pavel.prikryl@opero.cz 
●​ Correspondence address: Salvátorská 931/8, Staré Město, 110 00 Prague 1 

2. What Personal Data Do We Process? 

Opero processes data that you provide yourself in connection with registering for the DoToho! 
platform, or data that it collects automatically when you use our website. This includes in 
particular: 

●​ Identification and contact details: First name, surname, email address, phone number, 
link to LinkedIn, or profile photo/likeness. 

●​ Billing and company data: Company name, ID No. (IČO), Tax ID No. (DIČ), billing 
address (necessary for managing your subscription). Note: We do not process or store 



your payment card details; you enter this data directly into the secure interface of the 
payment gateway provider. 

●​ Profile and participation details: Information about your business, industry, number of 
employees, needs, or areas of interest that you state in the registration form or during 
mentoring. 

●​ Technical and analytical data (Cookies): IP address, browser type, information about 
your behavior on the website, which we collect to improve the website and target 
advertising. Opero may combine information collected from these sources with other 
information available to it. 

3. Why and How Do We Use Your Data? 

Every personal data controller may process personal data only if there is a legal ground for 
processing. In this case, the legal ground is the performance of a contract (participation in the 
platform and subscription management), fulfillment of our legal obligations (accounting and 
taxes), the legitimate interest of Opero, or your consent. 
The provision of data is a contractual requirement; without providing it, it is not possible to carry 
out activities within the platform or manage your subscription. If you refuse to disclose this 
personal data, we will not be able to provide our services to you. 
Opero processes the collected data for the following purposes: 

●​ Selection of participants for the DoToho! platform: We assess your personal data to 
select the most suitable participants for the DoToho! platform. Your registration for the 
platform is completely voluntary. 

●​ Implementation of the DoToho! platform and subscription management: We use the 
data for the actual implementation of mentoring and services, in particular for connecting 
with mentors and experts, presenting participants on the website, communicating with 
you, and automatically processing subscription payments. For these purposes, we 
transfer your personal data to the necessary extent to other involved participants, 
mentors, and experts. 

●​ Marketing and sending newsletters: We may occasionally inform you about events 
organized by Opero, as we reasonably assume that you might be interested in this 
information. If you are a participant in our platform, we send you newsletters based on our 
legitimate interest to offer you similar services, for the duration of your participation and 
subsequently for a period of 1 year after its termination. You can unsubscribe at any time 
free of charge. If you have subscribed separately on the website via the "Stay in touch 
with us" form, we process your name and email based on your consent for a period of 3 
years (consent can be revoked at any time). 

●​ Taking records from events: During events and workshops of the DoToho! platform, we 
may take photographic or video recordings to report on the event and promote it on our 



website or social networks. If you are clearly identifiable in these materials, we publish 
them based on your consent, which you can revoke at any time. 

●​ Legal proceedings and defense of legal claims: We may use the collected data to 
investigate or resolve disputes or legal claims related to business cooperation with Opero, 
or in other cases permitted by applicable laws. 

4. Sharing and Transferring Data 

Opero may share the collected data: 
●​ With our business partners and processors: We provide information to collaborators, 

suppliers, and software or service providers (e.g., payment gateway operator, providers of 
analytical and marketing tools such as Google Analytics, Hotjar, or Meta Pixel) if they 
provide services for us related to personal data processing. Under no circumstances do 
we provide your personal data (for a fee or free of charge) to third parties for their own 
marketing purposes. All our partners are bound by a duty of confidentiality and comply 
with applicable legal regulations. 

●​ For legal reasons or in the event of disputes: We may share data if required by law, 
state authorities, the police, or courts (e.g., for the purpose of enforcing our legal claims). 
Data may also be transferred in connection with a potential merger, restructuring, or 
financing of Opero. 

●​ With your consent: We may share data in other ways if we notify you in advance and 
you agree to it. 

5. Your Rights in Connection with Personal Data 
Processing 

In connection with the processing of your personal data, you can exercise the rights listed below 
against Opero through our contact details. 

●​ Data retention and erasure: We retain data related to your profile and participation for 
the duration of your subscription / participation in the platform. Documents and data 
necessary to fulfill statutory tax and accounting obligations are retained for a period of ten 
(10) years from the end of the relevant accounting period, as required by law. Opero will 
delete or anonymize your data as soon as you request it, unless we are prevented from 
doing so by a legal obligation (e.g., an unresolved dispute, tax archiving period, or 
legitimate business purposes). 

●​ Access to your data: You can contact us at any time free of charge to ask whether we 
process your personal data, and if so, to request detailed information about this 
processing. 



●​ Correction and change of data: If any change in your data occurs during the operation 
of the platform (change of name, registered office, email, etc.), or if you find out that we 
are working with outdated or incorrect data, please let us know as soon as possible. 

●​ Restriction of processing: You can ask us to restrict the processing of only some 
personal data or for only certain purposes if you believe that we are processing inaccurate 
data, the processing is unlawful, or if you need the data to defend your legal claims. 

●​ Objection to processing: If Opero processes personal data on the grounds of legitimate 
interest (e.g., marketing to existing participants), you can object to such processing, and 
we will terminate the processing for that purpose. 

●​ Withdrawal of consent: If the processing is based on your consent (e.g., subscribing to 
the newsletter without participating in the program, photos from events), you can withdraw 
this consent at any time in writing or by email. 

●​ Data portability: You can ask us to hand over your data that we have available in a 
structured format to you or to a third party according to your specification. 

●​ Complaint with the Office for Personal Data Protection: If you believe that we handle 
your data in violation of the law, you can contact the Office for Personal Data Protection 
(www.uoou.cz) with a complaint at any time. 

These principles were updated and are effective as of May 14, 2026. 
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